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***Important notes before configuring WIN-91 1***

Please review the System Requirements
(https://win911na.blob.core.windows.net/files/Products/WIN-911/WIN-911-
SystemRequirements.pdf) page for supported SCADA versions and other helpful
information.

*** iFIX Configuration ***

To successfully integrate WIN-911 into your existing iFIX infrastructure, you must configure the iFIX
System Configuration Utility (SCU) to start two executables as part of the iFIX startup sequence:

« The alarm queue
o The WIN-911 iFIX Runtime Source

The queue must be started before the runtime source.

These two applications must be launched and active before WIN-911 may import blocks from iFIX.
They are also required for remote alarm notification.

Follow these instructions to make sure that iFIX launches both apps at startup, and in the proper
order.
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Open the iFIX SCU.
Choose Configure, then Tasks...
Click the browse button to the right of the Filename text box.
Browse to the WIN-911 iFIX runtime source path.
By default, the path is:
"C:\Program Files (x86)\WIN-911 Software\WIN-911\iFIX."
Then select "AlmUserQ.exe.”
In the command line text box enter "/nWIN911 /s6000" (without quotation
marks. Take note that there is no space between "/n" and "WIN911" or
between "/s" and "6000.")
Set the startup mode to "background."
Click the add button.
Click the Filename browse button again. This time navigate to the WIN-911
iFIX runtime source path.
Select "WIN911 Source iFIX Runtime WPFHost.exe."
Leave the Command Line field blank and set the startup mode to
"background."”
Click the "add" button.
Click the "OK" button at the bottom of Task Configuration page.

Save the changes you've made in the SCU with the File = Save menu option.

NOTE: You may need to include a Start-up Delay for the WIN-911 WPF Host Runtime app. If so, you can use the
Command Line /d<seconds>.

AlmUserQ.exe —

Configuration File for Node FIX

Configuration File for Node FIX

WIN911_Source_iFIX_WPFHost.exe

Filename:

Task Configuration ? X

Command Line: [/nW\NSﬂ /<6000

Configured Tasks:

Task Configuration

Ol

Start Up Mode

lE:\PHDGRAM FILES (<BE)NWIN-511 501 .. .
() Minimized

Filename: IE:\PHDGRAM FILES [(<8E)\WIN-311

O Nomal Command Line: I/U3U

(®) Background
Configured T asks:

SOl | .

0K Cancel

Help

0K Cancel Help

?

x

Start Up Mode
O Minimized

O Nomal

(®) Background

% C:\Program Files (x86)\GEMFIXNWSACTASK EXE Add % C:\Program Files (xBE]\GEMFIXNwWSACTASK.EXE
% C:\Program Files (x86)\GENFIX\SUMGDEL.EXE -D05:00 -F30:( % C:\Program Files (x86\GENFIXNSUMODEL EXE -D05:00 -F30:(
C:\Program Files (x86)\GE\FIX\WORKSPACE.EXE IB C:\Program Files (x8B]\GENFIX\WORKSPACE.EXE
ﬁ CAPROGRAM FILES (X86]\wIN-911 SOFTWARE \W/IN-911 EI % C\PROGRAM FILES ;EE WaIN-911 SOFTWARE\WIN-911 EF
% CAPROGRAM FILES (X86)\wIN-911 SOFTWARE\WIN-311 EF Change % CAPROGRAM FILES [(X86]WWIN-911 SOFTWARE \WIN-911 El EI
Delete

Add

Change

Delete

) e i 2L 5 e o

*** WIN-911 Configuration ***

In the WIN-911 Workspace, expand Alarm Sources then click iFIX.
NOTE: The Queue Name is automatically populated, check the box for "Ignore COMM Alarms” if desired.
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WIN-977 \Workspace 5 =] S
= Source
&% Contacts v
You must configure iFIX to launch the alarm queue and source runtime.
B Notification Policies
#e  Alarm Sources A~ Queue Name WINS11
W CIMPLICITY iFIX Security Mode  [IRTTS Specify Credentials
ty rity P

@  FactoryTalk ABE Shutdown WIN-911 with FIX

B  InTouch

v No Subscriptions Configured
md OPCDA

Subscriptions make it easy to route alarms to the specific Notification Policy. Subscriptions are recommended over Blocks for alarm management. A single subscription can be defined to

B System Platform handle 2 multitude of possible alarm events and can be created to match against Block Names and Areas.
& Labels .

v No Watchdogs Configured

@ Reporting

A Watchdog Alarm will be triggered and contacts will be notified when there is no alarm activity from a specific tag in iFix Application in a specified amount of time.
13 Gateways

£¥  System v v Health Alarm

Send Feedback A Health Alarm is triggered and contacts are notified when the connection between the iFIX and WIN-911 is disrupted.

v | | Heartbeat

A Heartbeat writes incrementing value (1-9) to a specified iFIX Tag within a timer interval. This can be used as an indicator over iFIX to display the connection condition of WIN-911 ifIX Data
Source and iFIX.

v | | Blocks

A Block is an individual data object with properties that can include values, descriptions, alarm conditions, and acknowledgement states.

Save iFIX Source Cancel Changes

If Security is enabled on your iFIX deployment:
Click "Specify Credentials” and enter the iFIX username and password.

We recommend creating a dedicated iFIX user account for use with WIN-911, in order to avoid
communication loss if a password change occurs on an existing iFIX user account. This user account
must have the appropriate permissions to acknowledge alarms.

WIN-977 \Workspace - 0o x
~ | | Source
&% Contacts v
You must configure iFIX to launch the alarm queue and source runtime. Learn More

Notification Policies
B Alarm Sources ~ Queue Name WIN911

W CIMPLICITY iFX Security Mode | N Securty

@ FactoryTalk ARE

Username | Enter Username ‘
Password Enter Password ‘
#d  InTouch
Shutdown WIN-011 with iFIX
nd OPCDA
Ignore COMM Alarms
Md  System Platform
&  Labels v No Subscriptions Configured
B Reporting Subscriptions make it easy to route alarms to the specific Notification Policy. Subscriptions are recommended over Blocks for alarm management. A single subscription can be defined to

handle a multitude of possible alarm events and can be created to match against Block Names and Areas.
11  Gateways

2% System v | ¥ | No Watchdogs Configured

Send Feedback A Watchdog Alarm will be triggered and contacts will be notified when there is no alarm activity from a specific tag in iFix Application in a specified amount of time,

NOTE: For information on how to create a dedicated user account, or on GE iFIX Security, please refer to the iFIX
product documentation and/or GE Support.
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The iFIX data source supports two different methods to bring alarms into WIN-911.
Choose one method to manage alarms processed by WIN-911.

1. Subscription Filters
= Allows filtering on Block Names and/or Areas
= Subscriptions are less taxing on the processor
» Dynamically brings alarms into WIN-911 (Add a new alarm that fits an existing Subscription
criteria, that alarm will already be filtered into WIN-911)

2. Import Alarm Blocks
= Similar import process to Version 7 of WIN-911
= Group alarms and point to a specific Notification Policy

It is recommended to use Subscriptions to bring your iFIX alarms into WIN-911, as it is a dynamic
process and does not require as much memory.

*** Option 1 ***

Configure Subscriptions - Expand Subscription section and click +Add Subscription

~ | | Source
You must configure iFIX to launch the alarm queue and source runtime. Learn More

Queue Name WINS11

iFIX Security Mode Specify Credentials

Shutdown WIN-911 with iFIX

Ignore COMM Alarms

~  No Subscriptions Configured
Subscriptions make it easy to route alarms to the specific Notification Policy. Subscriptions are recommended over Blocks for alarm management. A single subscription can be defined to
handle a multitude of possible alarm events and can be created to match against Block Names and Areas.

Name Notification Policy

+ Add Subscription

Type in a Name and select which Notification Policy the alarms will be sent to
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~ 1 Subscription Configured

Subscriptions make it easy to route alarms to the specific Notification Policy. Subscriptions are recommended over Blocks for alarm management. A single subscription can be defined to
handle a multitude of possible alarm events and can be created to match against Block Names and Areas.

[

Name Notification Policy

i 5 Y | - || overe
| L

Automatically Acknowledge

Block Name v Wildcard v tank™ Do Not Notify + Add Criterion Delete

[ Notify All Contacts

<+ Add Filter
Labels ==
+ Add Subscription

Clicking "Add Criterion” and using the built-in "AND / OR" options adds another layer of
customization to each filter, allowing subscriptions to be as simple or complex as
needed.

In this example, the filter will catch any Block Name that contains the word Tank OR any Block
Name that contains the word Pump.

Name Notification Policy
% 1 Tank and Pump Alarms = Notify All Contacts v Delete Duplicate
Block Name Contains Vv Tank Delete
v N

Block Name v | | Contains v Pump ‘ = Add Criterion Delete

|

[

=+ Add Filter

Labels +

+ Add Subscription

Click "Save iFIX Source"” when finished. Alarms will be sent to the configured
Notification Policy for the first matching subscription.
NOTE: Only 1 subscription can be matched, and no further processing against other subscriptions will occur.

Create as many subscriptions as needed. Reorder by dragging a line item up or down the
list.

NOTE: A "catch all” for all alarms sent to a "Do Not Notify" Policy can be added as the last line item to verify

alarms are being sent to WIN-911, you will see them in the Log Viewer. This Subscription filter can be deleted
upon confirmation that alarms are being seen in WIN-911.
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~ 3 Subscriptions Configured

Subscriptions make it easy to route alarms to the specific Notification Policy. Subscriptions are recommended over Blocks for alarm management. A single subscription can be defined to
handle a multitude of possible alarm events and can be created to match against Block Names and Areas.

Name Notification Policy
bt $ 1 Tank and Pump Alarms = Notify All Contacts v Delete Duplicate
i % 2 Level and Pressure Alarms = Automatically Acknowledge v Delete Duplicate
- |
~l = 3 Catch ALL alarms test filter l > ‘ Do Not Notify v ‘ Delete Duplicate
Block Name W Wildcard v b + Add Criterion Delete
|
|
=+ Add Filter

Labels ==
+ Add Subscription

*kk Option 2 *kk

Blocks - Expand Blocks section and click Add Block (to manually create an alarm blocks) or
Import Blocks (to import alarms from iFIX).

~ Blocks

A Block is an individual data object with properties that can include values, descriptions, alarm conditions, and acknowledgement states.

Search Name, Node, Tag Name, or Notification Policy

Name T Node Name Y Tag Name T Notification Policy Labels
< Add Block elete Blocks ¥ Import Blocks
Save iFIX Source Cancel Changes

+Add Block - Manually enter the Name, select the iFIX node, and enter the iFIX Tag Name that
matches the EXACT syntax of the alarm configured in iFIX. Assign the alarm block to the desired
Notification Policy. Addition options of overwriting the iFIX description setting, assigning labels,
and alarm state overrides exist here.
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~ | | Blocks

A Block is an individual data object with properties that can include values, descriptions, alarm conditions, and acknowledgement states.

Search Name, Node, Tag Name, or Notification Policy

Name T Node Name T Tag Name T Notification Policy

|:| A~ | | ‘ | ‘ | Notify All Contacts

Description Use iFIX Setting Specify

This workspace may be used to add descriptions or labels to specific alarm states. This is not a required step.

Labels

+ Duplicate

Import alarm Blocks - After clicking Import Blocks, the following message will appear:

Subscriptions are more convenient for alarm configurations compared to blocks.

Blocks are only used for Report functicnality or advanced scenarios and can be imported.

Take me to Alarm Subscriptions | understand, proceed with Import

Select All or a Specific Logical iFIX Node to import from - Click Next.
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All Logical Nodes

Specific Logical Nodes

Additional Information (Please note that these options will slow down the loading process)

Block Type

Description

Priority

® Next

Select alarm Blocks to import, select the Notification Policy to assign them to, click

the ">" arrow to move them to the right side of the import screen.
NOTE: Multiple alarms can be selected by holding the ctrl button on your keyboard while clicking
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FIX BOILERAO

FIX CHILLER
FIX DETECTORDA
FIX DETECTORDO

FIX DOORDO
FIX DOORDR
FIX DUMMYAC
: Cancel Import

Labels

Blocks to Import

~
(L EIRCLCR @ Block Name T StrategyName T Labels 7

+

—

Back

* Automatically Acknowledge

D|

When all desired alarms have been moved to the "Blocks to Import" side (right side)

click Import.

Available Blocks

Search ‘

~
(ERTITSEN @ Block Name T

FIX BOILERAO
FIX CHILLER

FIX DETECTORDA
FIX DETECTORDO
FIX DOORDO

FIX DCORDR

FIX DUMMYAQ
FIX DUMMYAR
FIX HOPPER1

FIX HOPPER1AQ
FIX HOPPERTAR
FIX HOPPER2

FIX HOPPER2AQ
". Cancel Import 7

Labels
Notification Policy

Back

Do Not Notify

Blocks to Import

A
Block Name ¥ StrategyName Y Labels T

FIX

FIX

FIX

FIX

FIX

by

+

Notify All Contacts Vv ‘

https://supportdesk.win911.com/support/solutions/articles/24000068614-win-911-2021-alarm-source-ifix

BOILER

BOILERAR

CHILLERAO

CHILLERAR

DETECTOR

DOOR

Notify All Contacts
Notify All Contacts
Notify All Contacts
Notify All Contacts
Notify All Contacts

Notify All Contacts
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Importing 6 Blocks...
Import Complete!

100% Complete

Cancel Import Bac [ J Close

The alarm Blocks are now imported and available for any further configuration

A Mearoeat WIites INCTEMENTING Value (1-¥) T0 @ SPECITIE IFIA 1ag WITNIN & UMET INTerval INis Can DE USEa as an INAICATor OVEr IFIA TO QiSPIay INe CONNECTION CONAITION OT WIN-Y 11 IFIA Lata
B Alarm Sources A Source and iFIX.

W CIMPLICITY
~ | Blocks

@  FactoryTalk A&E

A Block is an individual data object with properties that can include values, descriptions, alarm conditions, and acknowledgement states.

Search Name, Node, Tag Name, or Notification Policy

M InTouch
nd  OPCDA Name T Node Name T TagName T Notification Policy Labels
#ed  System Platform v | DOOR FIX v | | DooRr Notify All Contacts v o+ Duplicate
& Labels : X
v | DETECTOR FIX v | | DETECTOR Notify All Contacts v o+ Duplicate
E Reporting
V| CHILLERAR FIX v | CHILLERAR Notify All Contacts v o= Duplicate
13 Gateways
o v | BOILERAR FIX v | | BOILERAR Notify All Contacts v o+ Duplicate
System A
& Info v CHILLERAO FIX ~ || CHILLERAO Notify All Contacts v = Duplicate
£¥  Standby Activate v | BOILER FIX v | | BOILER Notify All Contacts v =+ Duplicate
Send Feedback
4 Add Block [ Delete Blocks ¥ Import Blocks
Save iFIX Source ‘Cancel Changes

Light / Dark

And always... Save your changes!
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WIN-3977 \Norkspace - o
~ ) |Source

.
-

|
|~
@
g
&

o

Contacts v

Notification Policies

Alarm Sources v
Reporting
Gateways
System v

Send Feedback

Light / Dark

You must configure iFIX to launch the alarm queue and source runtime. Learn More

Queue Name WINO11

FIX Security Mode Specify Credentials

Shutdown WIN-911 with iFIX

Ignore COMM Alarms

3 Subscriptions Configured

Subscriptions make it easy to route alarms to the specific Notification Policy. Subscriptions are recommended over Blocks for alarm management. A single subscription can be defined to
handle a multitude of possible alarm events and can be created to match against Block Names and Areas.

No Watchdogs Configured

A Watchdog Alarm will be triggered and contacts will be notified when there is no alarm activity from a specific tag in iFix Application in a specified amount of time,

Health Alarm

A Health Alarm is triggered and contacts are notified when the connection between the iFIX and WIN-911 is disrupted.

Heartbeat

A Heartbeat writes incrementing value (1-9) to a specified iFIX Tag within a timer interval. This can be used as an indicator over iFIX to display the connection condition of WIN-911 iFIX Data
Source and iFIX.

Blocks

A Block is an individual data object with properties that can include values, descriptions, alarm conditions, and acknowledgement states.

_— Save iFIX Source Cancel Changes

Watchdogs (Optional)

Watchdogs check tags for alarm activity. If the specified tag does not generate alarm activity within
a user-defined interval, WIN-911 will activate a watchdog alarm.

Please note that this alarm must be pre-configured by the user. Ensure all Watchdogs are configured

with database blocks that are dedicated to this unique purpose. Combining Watchdog blocks with

other SCADA functions will cause the Watchdog not to function properly.

For more information, view the iFIX Watchdogs and Heartbeats Webinar

(https://www.youtube.com/watch?v=RJLONjQRA20&feature=youtu.be&t=1084) (Source: Previous WIN-
911 Version - 4.x.x).
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nd  CIMPLICITY
@ FactoryTalk ARE
wd  iFIX
wd  InTouch
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Md  System Platform
& Labels
Reporting
Gateways
System

Send Feedback
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- o
Source
You must configure iFIX to launch the alarm queue and source runtime. Learn More
Queue Name WINGT1
iFIX Security Mode Specify Credentials
Shutdown WIN-811 with iFIX
Ignore COMM Alarms
No Subscriptions Configured
Subscriptions make it easy to route alarms to the specific Notification Policy. Subscriptions are recommended over Blocks for alarm management. A single subscription can be defined to
handle a multitude of possible alarm events and can be created to match against Block Names and Areas.
1 Watchdog Configured
A Watchdog Alarm will be triggered and contacts will be notified when there is no alarm activity from a specific tag in iFix Application in a specified amount of time.
Name Node Name Tag Name Timeout Notification Policy Severity Labels Description
No value change has
been received for this
Enter Name ‘ | ‘ EnterTagName| | 90 v A NotifyAllContacts v [500 v A == block within the Delete
specified timeout
period.

+ Add Watchdog

Cancel Changes

Health Alarm (Optional)

In case that the iFIX indicates a problem preventing queue processing, WIN-911 will activate the
built-in Health Alarm. You may associate the Health Alarm with the strategy of your choosing in

order to control the notification of this alarm.
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WIN-977 \Workspace - o x
E ~ ) pSource
&% Contacts v
You must configure iFIX to launch the alarm queue and source runtime. Learn More

i Noatification Policies

(=) Alarm Sources ~ ‘Queue Name WINS11

ne  CIMPLICITY iFIX Security Mode Specify Credentials

@ FactoryTalk ARE Shutdown WIN-911 with iFIX

iFIX Ignore COMM Alarms

InTouch
v No Subscriptions Configured

« E E & [E

Subscriptions make it easy to route alarms to the specific Notification Policy. Subscriptions are recommended over Blocks for alarm management. A single subscription can be defined to

OPC DA

System Platform handle a multitude of possible alarm events and can be created to match against Block Names and Areas.

Labels .

v No Watchdogs Configured
@ Reporting
A Watchdog Alarm will be triggered and contacts will be notified when there is no alarm activity from a specific tag in iFix Application in a specified amount of time.

131  Gateways
& System + ~ Health Alarm

=  Send Feedback

LSEL have defined in WIN-911.

Notification Policy Notify All Contacts

Severity (]

Labels +

Heartbeats (Optional)

A Health Alarm is triggered and contacts are notified when the connection between the iFIX and WIN-911 is disrupted.

Error reading from iFIX alarm queue - check that AlmUserQ.exe is added to the iFIX system configuration task list and that the specified queue name matches what you

v
500 | v A
Save iFIX Source Cancel Changes

WIN-911 can indicate its operational status by writing a changing value to an integer value in your

SCADA.

We call this function a Heartbeat because it provides a vital sign to iFIX, allowing for corrective

action to be taken in case the WIN-911 system is offline.

The heartbeat takes the form of an Integer value that varies between 0 and 9, at intervals you
choose. After the value reaches 9, it resets to 0. Then the process is repeated.

If the value fails to update within the specified time, you can assume that WIN-911 is in an impaired

state and is no longer able to receive alarm event information.
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WIN-977 \Norkspace - 0o x
Shutdown WIN-911 with iFIX

== Contacts v Ignore COMM Alarms

i Notification Policies . .
~  No Subscriptions Configured

M= Alarm Sources A o . ~ » .
Subscriptions make it easy to route alarms to the specific Notification Policy. Subscriptions are recommended over Blocks for alarm management. A single subscription can be defined to

CIMPLICITY handle 2 multitude of possible alarm events and can be created to match against Block Names and Areas.

R v No Watchdogs Configured

iFIX

A Watchdog Alarm will be triggered and contacts will be notified when there is no alarm activity from a specific tag in iFix Application in a specified amount of time.

~  Health Alarm

OPC DA
A Health Alarm is triggered and contacts are notified when the connection between the iFIX and WIN-911 is disrupted.
System Platform

=]
@
L]
wd  InTouch
L]
L]
&

Labels ~  Heartbeat

@ Reporting A Heartbeat writes incrementing value (1-9) to a specified iFIX Tag within a timer interval. This can be used as an indicator over iFIX to display the connection condition of WIN-911 iFIX Data
Source and iFIX.

13  Gateways
Enable Heartbeat

{x  System v
Node Name | [ ‘
Send Feedback
Tag Name | Heartbeat Tag Name ‘
Note: The integer tag you specify must have a min and max value range of at least (1 - 9).
Write Interval Tmin | Vv A
v | | Blocks

A Block is an individual data object with properties that can include values, descriptions, alarm conditions, and acknowledgement states,

Cancel Changes

To set up a WIN-911 Heartbeat, complete the following steps:

1. Create an analog block which allows input (i.e. AR) in your iFIX Workspace > Database
Manager.

2. Create Visual Basic Script that monitors the value and triggers recovery

procedures/methods when the heartbeat fails.

WIN-911 Workspace > Alarming > iFIX > Source > Heartbeat > Enable Heartheat.

Enter the node name of the SCADA project.

Enter the name or the tagname of the block you created in step 1.

Set the heartbeat update rate (in Minutes) with the Write Interval combo-box.

Save your edits in the WIN-911 Workspace.

L

Back to Quick Start Homepage > (https://supportdesk.win911.com/a/solutions/articles/24000052297),

Technical Support

To create a support case, you will need either your Customer Care Code or your Serial number. You can create a
(https://supportdesk.win911.com/support/tickets/new)Case
(https://supportdesk.win911.com/support/tickets/new)online or contact the product support line: (512) 326-1011.
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