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WIN-911 2021 FactoryTalk A&E Setup

***Important notes before configuring WIN-911***

Please review the System Requirements
(https://win911na.blob.core.windows.net/files/Products/WIN-911/WIN-911-
SystemRequirements.pdf) page for supported SCADA versions and other helpful
information.

These requirements must be met before WIN-911 will connect to FactoryTalk View
Alarms and Events Server.

1. The WIN-911/FT option is required to make the connection to FactoryTalk View A&E Server.
If you have not purchased the WIN-911/FT option with your base license (Standard,
Interactive, or Advanced), please contact your WIN-911 reseller.
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2. WIN-911 must be installed on a computer with FactoryTalk Services installed. The computer
also must have a FactoryTalk View Client installed. The FactoryTalk Client is not required to
be licensed or running.

3. Rockwell Alarm Multiplexer and Rockwell Event Multiplexer must both be running as Local
System on the same machine as WIN-911. Open Windows Services and locate both Multiplexer
Services to confirm Log on As is set to Local System. If Local System is not configured, make
the changes, and restart each service.
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DHCP Client Name = | Description | Status | StartupType | LogOn As |
. Rockwell Alarm Historian Logs Facto... Started Automatic Local System

Stop the service /., Rockwell Alarm History Archiver  ArchivesF...  Started Automatic Local System

Restart the service |5 Rockwell Alarm Multiplexer ProvidesF... Started Automatic Local System |
+:Rockwell Alarm Server Provides la... Started Automatic Local System

Description: S+ Rockwell Application Services Rockwell A,., Started Automatic Local System

Registers and updates IP addresses and 7 pockwell Directory Multiplexer Rockwel Di... Started Manual Local System

DNS records for this computer, If this

service is stopped, this computer will not o Rockwell Directory Server Rockwell Di... Started Automatic Local System
receive dynamic IP addresses and DNS | Rockwell Event Multiplexer Rockwell E...  Started Manual Local System ||
updates. If this service is disabled, an_l}’ ", Rockwell Event Server Rockwell E... Started Manual Local System J
gﬂr \:;esst;ft explicitly depend on it wi ; Rockwell HMI Activity Logger Provides p... Manual Local System
‘4 Rockwell HMI Alarm Logger Provides al... Manual Local System
(; Rockwell HMI Diagnostics Started Automatic Local System
s Rockwell HMI Framework Provides fr... Started Automatic Local System
+, Rockwell Namespace Services Rockwell M... Started Automatic Local System
+ Rockwell Redundancy Services Rockwell R... Started Automatic Local System
/.Rockwell Tag Server Started Automatic Local System ;l

Extended A Standard
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*** WIN-911 Configuration ***

In the WIN-911 Workspace, expand Alarm Sources > FactoryTalk > Add New Application
to create one.
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W/IN-977 \Norkspace

Application

v =+ Add New Application

Contacts v

B Notification Policies

W4 Alarm Sources ~
& Llabels
13 Gateways

Send Feedback

The FTAE Module's evaluation license will expire in 23 days. Please contact WIN-911 Software to obtain a permanent license :

&  Light/ Dark sales@win911.com | 512-326-1011 or toll free 800-331-8740 | http://www.wind11.com/

WIN-3977 \Workspace - o x
it lew Applicat
&%  Contacts v
~
B Notification Policies ~  Application
Bd  Alarm Sources = Configure FTAE application in arder to get alarm and events from FTAE SCADA system.
_ Name Enter a name for this connection
& Llabels

Description
11 Gateways

Application Type Local
Send Feedback

Application Name Specify the FactoryTalk Application

Username Specify an account username for this application
Password Enter password

Language English (United States) 000

Subscribe to Alarms

Good Quality Events Only

v
Ay The Name field is required.
A The Factory Talk A&E Application Name field is required.
Ay The User name field is required.
/v The Password field is required.
Test Connection  Save Application Cancel Changes

The FTAE Module's evaluation license will expire in 23 days. Please contact WIN-911 Software to obtain a permanent license : sales@win211.com |

- — . -87: i " !
@ Light/ Dark 512-326-1011 or toll free 800-331-8740 | http://www.win911.com/

Fill out the corresponding fields in WIN-911, to connect to the FactoryTalk application.

Application Name: Must match the FactoryTalk Application name exactly (case sensitive).

Username and Password: Create a dedicated admin account in FactoryTalk for WIN-911, or use

an existing account, as long as the password will never change.
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Good Quality Events Only: Check this box to ignore bad quality or uncertain events.

W/YN-377 \Worlcspace - 8 x

~  Application
Canfigure FTAE application in order to get alarm and events from FTAE SCADA system.
B} FactoryTalk View Studio - View Site Edition (Local St
e View : Vi ) @ .
File View Settings Tools Window Help MName My FTAE Saurce
AHe | oslEo|f anE
Description
Explorer n
Local (PESKTOP-PANLIHV)
i v Runtime SECN
3 |nstantFizz_SE Application Name InstantFizz_SE
F* FTAETagServer
[ e FactanyTalk Line Username WIN911
=] System
Action Groups
Policies Password ssssss @
&5 Metworks and Devices
T Users and Groups Language English (United States)
[ User Groups
=1 Users
i@ Anonymou; n Subscribe to Alarms Alarms and Events
oaa WINGTT
Connections Good Ouality Events Onlv ~
‘ ‘ Test Connection Save Application Cancel Changes
|

Click the Test Connection button. If it succeeds, continue. If it fails, double-check and

correct settings until the connection is successful.

WIN-977 \Workspace - 0 x
A NEW A cat
&% Contacts v

) . . Configure FTAE application in order to get alarm and events from FTAE SCADA system.
i MNotification Policies

B4 Alarm Sources ~

& Labels -

13 Gateways Connection Result *

Send Feedback J Connection Successful!

English (United States)

‘_Ii - _

Test Connection Save Application Cancel Changes

The FTAE Module's evaluation license will expire in 22 days. Please contact WIN-911 Software to obtain a permanent license :
sales@win911.com | 512-326-1011 or toll free 800-331-8740 | http://www.win911.com/

- Light / Dark

Scroll down to expand the Subscriptions heading and click Add Subscription.
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WIN-3277 \Workspace

Choose to subscribe to "All Alarms and Events" or "Filters" and assign the subscription

Contacts
Notification Policies

Alarm Sources

& Labels
11 Gateways

Send Feedback

Application My FTAE Source | ¥ Add Mew Application

Language English (United States) 0G0

Subscribe to Alarms Alarms and Events

Good Quality Events Only

° No Subscriptions Configured

Routes make it easy to route alarms to the specific strategy. A single subscription can be defined to handle a multitude of possible alarm events and
can be created to match against Names, Classes, Groups and Severities.

Name Moatification Policy

+ Add Subscription

v No Watchdogs Configured

A Watchdog Alarm will be triggered and contacts will be notified when there is no alarm activity from a specific Class in FactoryTalk A&E in a
specified amount of time,

Delete Application Test Connection Save Application Cancel Changes

option to the desired Notification Policy.

WIN-977 \Workspace

o

Contacts
Motification Policies
Alarm Sources

& Labels
13 Gateways

Send Feedback

Light / Dark

Add New Applicatio

Language English (United States) wee

Subscribe to Alarms Alarms and Events

Good Quality Events Only

~ 1 Subscription Configured

Routes make it easy to route alarms to the specific strategy. A single subscription can be defined to handle a multitude of possible alarm events and
can be created to match against Names, Classes, Groups and Severities.

Mame Notification Palicy

~ é 1 | All Alarms and Events | = _ Delete Duplicate

Automatically Acknowledge

Alarms All Alarms and Events Filters
Do Not Notify

labels == My Custom Policy

Motify All Contacts

+ Add Subscription

Delete Application Test Connection Save Application Cancel Changes

The FTAE Meodule's evaluation license will expire in 22 days. Please contact WIN-911 Software to obtain a permanent license :
sales@win911.com | 512-326-1011 or toll free 800-331-8740 | http://www.wind11.com/
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Selecting "Filters" then "Add Filter" will show options to create custom filters. These are

used to bring in specific alarms that match the filter criteria.

Clicking "Add Criterion” and using the built-in "AND / OR" options adds another layer of

customization to each filter, allowing subscriptions to be as simple or complex as
needed.

In this example, the filter will catch any alarm Name that contains the word Tank AND has a

severity of 800 or more, and will also catch any alarm Name that contains the word Pump, due to

the OR criteria.

WIN-277 \Worlcspace - o %
o
ot
Jnarne I Foney
= 1 Alarms and Events 2 My Custom Policy v Delete Duplicate
Alarms All Alarms and Events Filters
13
= Alarms & Events Alarms Only Events Only
Neme [%| | Contains [ % | | Tank Delete
Severity [ | | Specific Severity Range [ | | 800 [% A —# oo v A 4 addcriterion Delete
N - |
Mame | v Contains | ™ Pump + 2dd criterion Delets
1
1
=+ Add Filter
Lahels + i

Delete Application Test Connection Save Application Cancel Changes

Filter by Class, Group, Name, or Severity alarm fields. Include or exclude alarms with the

additional filter criteria options of Wild Card, Regular Expression, Contains or Does Not Contain.
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WIN-977 \Workspace

&% Contacts v

i Naotification Policies

Send Feedback

Delete Application

wd  Alarm Sources - Name Notification Policy
I @ FactoryTalk ‘ % 1 All Alarms and Events = | My Custom Policy
& Labels
Alarms All Alarms and Events
131 Gateways
Alarms & Events Alarms Only Events Only

Name . Wild Card (S *

Class
Group
Mame

Severity

Labels =+

+ Add Subscription

Test Connection

v Delete

=+ 2dd Criterion

Save Application

MOUTES MAEKE IT S35y 10 FOULE AIAMMNS 10 TNe SPECITIC STrategy. A SINGIE SUBSCIIPTIoN Can DE OeTNea 0 NaNdIE 8 MUITTUAE oT POSSIDIE AIaMM EVENTs ana
can be created to match against Names, Classes, Groups and Severities.

Cuplicate

Delete

Cancel Changes

WIN-977 \Worlkspace

Contacts A
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Send Feedback

Labels

Delete Application

ed to match against Names, Classes, Groups and Severities.

wd  Alarm Sources ~ Name Notification Policy
I @ FactoryTalk ‘ % 1 All Alarms and Events = | My Custom Policy
& Labels
Alarms All Alarms and Events
131 Gateways
Alarms & Events Alarms Only Events Only

Name v Wild Card . =
| Wild Card
| " Regular Expression
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4+ Add Filter
Does Mot Contain
+

+ Add Subscription

Test Connection

hd Delete

= Add Criterion

Save Application

ROUTES Make IT 2asy 10 route 3I3rms 10 TNe Specimic sTrategy. A SINgIe SUBSCTIPTION Can De GeTINed Ta NANaIe @ MUITITUOE OT POSSIDIE 3larm eVents ana

Cuplicate

Delete

Cancel Changes

Click "Save Application” when finished, and alarms will be sent to the configured
Notification Policy for the first matching subscription.

NOTE: Only 1 subscription can be matched, and no further processing against other subscriptions will occur.

Create as many subscriptions as needed. Reorder by dragging a line item up or down the

list.
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verify alarms are being sent to WIN-911, you will see them in the Log Viewer.

| WiIN-977 \Workspace
Application My FTAE Source | ™ \dd New Application

&% Contacts he
i MNotification Policies v
Bd  Alarm Sources ~
(T
& Labels

13  Gateways

Send Feedback

Application

Caonfigure FTAE application in order to get alarm and events from FTAE SCADA system.

3 Subscriptions Configured

Routes make it easy to route alarms to the specific strategy. A single subscription can be defined to handle a multitude of possible alarm events and can be created to

match against Names, Classes, Groups and Severities,

Name Naotification Pelicy
v % 1 Filter for Tank >800 ar Pump alarms - My Custom Policy v Delete
= . . .
v = 2 Filter for Alarm Class = WIN911 = My Custom Policy A Delete
a
v = 3 All Alarms and Events - Do Mot Notify A Delete

+ Add Subscription

No Watchdogs Configured

Delete Application Test Connection Save Application

Duplicate

Duplicate

Duplicate

Cancel Changes

Back to Quick Start Homepage > (nttps://supportdesk win911.com/a/solutions/articles/24000052297),

Technical Support

To create a support case, you will need either your Customer Care Code or your Serial number. You can create a

(https://supportdesk.win911.com/support/tickets/new)Case

(https://supportdesk.win911.com/support/tickets/new)online or contact the product support line: (512) 326-1011.
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